How-To: Password Reset Via Last Name & Pin Code

> The screen shots in this example were all taken from DCS1 where the reset was performed.

1. After opening the password reset from the login page, enter your email address in the field shown...

FORGOT YOUR PASSWORD? x

ENTER YOUR EMAIL ADDRESS

MATTIC@!
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2. If the mouse cursor hovers over the text fields, a popup is shown explaining how the feature works...

FORGOT YOUR PASSWORD? x

ENTER YOUR EMAIL ADDRESS

MATTC@MICROCOMDESIGN.COM
Click here.
WHAT IS YOUR FAVORITE FOOD? word? Click here.
| t Click here.
'k here.
IF YOU CANNOT REMEMBER YOUR SECURITY QUESTIONS OR DO NOT RECOGNIZE THEM, YOU CAN STILL RESET YOUR
PASSWORD. TO DO THIS, ENTER YOUR LAST NAME PLUS YOUR ACCOUNT PIN CODE AS THE ANSWERS FOR BOTH SECURITY
QUESTIONS PRESENTED IN THIS DIALOG.
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3. Toinitiate the reset via last name and pin code, enter your last name plus your 4 digit pin code in the
first security question answer field and click ‘NEXT’. So for example, my name and pin combination
would be ‘CEANFAGLIONEQOO1’.

FORGOT YOUR PASSWORD? ®
ENTER YOUR EMAIL ADDRESS
MATTC@MICROCOMDESIGN.COM

WHAT IS YOUR FAVORITE FOOD?

CEANFAGLIONEOOO1
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4. |If successful, the second security answer field will be shown, along with a short message asking for the
last name and pin code once more. Enter the name and pin combination in the second field and click
‘NEXT’ once more to initiate the actual reset.

FORGOT YOUR PASSWORD? x
ENTER YOUR EMAIL ADDRESS
MATTC@MICROCOMDESIGN.COM

LAST NAME & PIN ONCE MORE...

CEANFAGLIONEOOO1
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WHAT IS YOUR GREATEST FEAR?

CEANFAGLIONEOOO1
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5. If the password reset via last name and pin code is successful, a success message will be displayed, and
the dialog will be automatically closed after a few seconds. If it fails, a fail message will be shown and
the dialog will remain open.

FORGOT YOUR PASSWORD? x

ENTER YOUR EMAIL ADDRESS t
MATTC@MICROCOMDESIGN.COM

LAST NAME & PIN ONCE MORE...
CEANFAGLIONEODO1 |

WHAT IS YOUR GREATEST FEAR?
CEANFAGLIONEDDO1

PASSWORD SUCCESSFULLY RESET!
CHECK EMAIL FOR DETAILS
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6. If the submit is successful, the user password reset proceeds as normal from this point. An email
containing a partial password is send to the user, and they can then login and change their password
using the partial password from the email combined with their pin code. It should be noted that once a
user has reset their password via this mechanism, it will not allow them to do it again until they fully
reset their password via the email partial password and pin



